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Disclaimer

This document provides only specific technical information given for indicative purposes
and, as such, itan besubject to further modifications. The information contained in the
document is norexhaustive & well asnon-contractual in nature anatlosely connected with
the completion of the applicable process foreseéy the relevant provisionsof Commission
Regulation(EU) 2015/703 of 30 April 2015 establishing a network caateinteroperability
and data exchangeules.

No warranty is given by ENTSOG in respect of any information so provided, including its
further modifications. ENTSOG shall not be liable &y costs, damages and/or other losses
that are suffered or incurred by any third party in consequence of any useofeliance on

the information hereby provided.
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1 Introduction

COMMISSION REGULATION (EU) 2015/703 of 30 April 2015 establishing a network code on
interoperability and data exchange rulgaiblished on 30 ApriR015 by the European
Commssion (EC3 LIS O A T XHe ollodiglcammdn data exchange solutions shall be used

[for the communicatiohprotocol: AS4 CR&2015/70Bfor documentbased exchangds This
documentdefinesanENTSOG AS4 Profile thans to supportrossenterprise collaboration

in the gas sectowusingsecure and reliable exchange lfisiness documentsased orthe AS4
standard[AS4] This is done by providing &NTSOG AS4 ebHandiesfile anda usage profile

for the AS4communication protocolthat allow actors in the gas sector to deploy AS4
communication platforms in eonsistent and interoperable wa¥his documenélso specifies

a mechanism to manage certificag¢xchanges andpdates for AS4 using ebCore Agreement

Update[AU]L

Concept test that

The main goals of this profile are:

1 Support exchange &#DG@SXML documents and other payloads.

Supportbusiness processexd Transmission System Operators for gagh as Capacity
Allocation MechanisnfiCABFBRCP] CA Browser Forum:Baseline
Requirement<Certificate Policy for the Issuance and Management of Publicly
Trusted Certificates ". Latest Version 1.4.1, September 2016.
https://cabforum.org/baselinerequirementsdocuments/

[CABFEVW]/ ! . NP 6&SNJ C2NHzY® & DdzA RSt Ay Sa
QEGSYRSR +FfARFGA2Y [ SNIATAOLI
https://cabforum.org/extendedvalidation/

-

[CAM]and NominatiofNOM], as well as future business processes.

Leverageexperience gainewith other B2Bprotocols in the gas sectosuch asAS2as
described in the EASIHgaS implementation guidfEGMTP]

1 Provide security guidance based on stafehe-art best practicesfollowing

recommendations fod y' S I NJ(RISSFNUYWES Rastiten yeard future system use
[ENISALBENISAIR.[ENISAAKSP]

{_Provde suppliers of ASdnabled B2B communication solutions with guidance
regarding therequired AS4 functionality.

1 Facilitate managemenand exchangef certificatesfor AS4by users deploying the
profile.

This profile adopts document conventions common in technical specifications for Internet
protocols and data formatsThe key words "MUST", "MUST NOT", "REQUIRED", "SHALL",
"SHALL", "NOT", "SHOUL.IBHOULD NOT", "RECOMMENDEDAY", and "OPTIONAL" in
thisdocument are to be interpreted as describedRFC2119]

Page5 of 53

wr

O Qx

QX

dzt yOS ' yR al yl
+SNEAZ2Y wmdc dn



111

112
113
114
115
116
117
118

19
20
121

122

123
124
125
126

127
128
129
130
131

132

133
134
135
136
137
138
139
140
141

142
143
a4

145
146

INT1101170328_AS4 Usage Profile Comparison Rev_

Rev_3.5_Rev_0.doc
2017-03-28

2 AS4 Profile

Thisspecificationdefines the ENTSOG AS4 profile asstilecton of a specific conformance

profile ofthe AS4standard[AS4] which is profiledurther for increasedconsistencyand
ease of configuratiorandan AS4 Usage Profile that defines how to usmmpliant
implementation for gas industrgocumentexchangeSection2.1describes theAS4
ebHandler Conformanderofile of which this profile is an extended subsgection2.2
describes the feature sehat conformantproductsare REQUIRED support Sectior?.3is
a usage guide that describes configuration and deployment options for conformant

products.Section?.4 describes how certificates for use with AS4 configurations for this

profile can be exchanged and managed using ebCore Agreement UpdHte

2.1 AS4and Conformance Profiles

2.1.1 AS4 Standard

This ENTSOG AS4 profile is based oA8®Profile of ebMS 3.0 Version. JOASIS Standard

[AS4] AS4 itself is based ortteer standards, in partular onOASIS ebXML Messaging

Services Version 3.0: Part 1, Core Feat@aSIS StandafgBMS3]which in turn is based

onvariousWeb Servicespecifications

The OASI®echnical Committee responsible for maintaining the ,A®MS 3.0 Corand
other related specifications is tracking and resolving issues in the specificatibits it

intends to publishasa consolidated Specification Errata. Implementations of the ESTSO

AS4 Profile SHOULD traeid implementresolutions athttps://tools.oasis
open.org/issues/browse/EBXMLMSG

2.1.2 AS4 ebHandler Conformance Profile
The AS4 standarfd\S4]defines multiple conformance profileshichdefine specific

functional subsets of the version 3.0 ebXML Messaging, Core Specification

conformance profile corresponds to a class of compliant applicatitns.
ENTSOG AS4 Profgdased oran extended subset dhe AS4 ebHandler
Profileand a Usage Profil&. aims to support business processes such as
Mechanism{CABFBRCP] CA Browser Forum:Baseline Requirements
Certificate Policy for the Issuance and Management of Pufflitigted
Certificates ". Latest Version 1.4.1, September 2016.
https://cabforum.org/baselinerequirementsdocuments/

[CABFEVV]/ ! . NRSaASNJ C2NHzY® 4&4DdzA RSf AySa C2
QEUSYRSR +FfARFGOA2Y [/ SNIATAOI &
https://cabforum.org/extendedvalidation/

[CAM]and NominatiorfNOM], in which docurents are to be transmitted securely and
reliably to Receivers with a minimal delay.
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N

2.2 ENTSOG AS4 ebHandler Feature Set

The ENTSOG AS4 feature sevith someexceptiors, a subset of thdeature set of theAS4
ebHandler Conformance Profil€his section setts specific options in situations where the
AS4 ebHandler provides more than one opti®his sections addressed tproviders of AS4
productsand can be useds a checklist of features to be providedd84products.The
structure of this chapter mirrors the structure of tebMS3 Core SpecificatigBMS3]

Compared to the AS4 ebHandler Conformance Profile, this profile addgpddes, some
functionality:

1 There is a addedrecommendatiorto supportthe Two WayMessage Exchange
Pattern MEB (cf. sectior2.2.7).

1 Transport Layer Securiprocessing if handledin the AS4 handler, is profiled (cf.
section0).

1 Algorithms specified for securing messages at the Message Layer are updated to
current guidelines (cf. sectidh2.6.2.

It also relaxes some requirements:

1 Support forPullmodein AS4 wilbnly be REQUIRE®hen business processes
determine thatPullmodeexchangesre necessar{cf. section2.2.2).

All payloadsre exchangeth separateMIME parts(cf. sectior2.2.3.2.

Asynchronous reporting of receipts and errors is not REQUIRED (cf. sécZidns
2.2.5.

1 WSSecurity support is limited to the X.509 Token Profile (cf. se@tidi$.9).

2.2.1 Messaging Model

This profile constrains the channel bindings of message exchanges between two AS4
MessageserviceHandlers (MSHSs), one of which acts as Sending MSH and the other as the
Receiving MSH he following diagram (frofEBMS3] showsthe various actors and
operations in message exchange:
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Messaging Model

Submit Deliver
— —

Message Sending . Receiving Message
Producer MSH |Send Receive MSH Consumer
P Y b -]

Notify Notify

Figurel AS4 Messaging Model

Business applications or middleware, actingPasducey Submitmessage content and
metadata to the Sending MSH, which packages this content and sends it to the Receiving
MSH of the business partner, which in tubelivershe message tanother business
application thatConsumeghe message content and metadatubgct to configuration,
Sending and Receiving MSH ntify Produceior Consumenf particular eventsNote that
there is a difference betweeBendeand Initiator. ForPushexchanges, th&nding MSH
initiates the transmission of the message. Poitlexchanges, the transmission is initiated by
the Receiving MSH.

The AS4 ebHandler Conformance Profile is the AS4 conformance profile that provides
support for Sending and Receiving roles ustnghchannel bindings. Support is REQUIRED
for the following Message Exchange Pattern:

1 One Way / Push
ForPMode.MEPR support is therefore REQUIRED for the following values:
1 http://docs.oasisopen.org/ebxmimsg/ebms/v3.0/ns/core/200704/oneWay

While the AS4 ebHandler does not require support for the M@y MEPsupport for this
MEPmaybe added in future versions tiis ENTSOG AS4 proffiee sectior2.3.1.3. A
message handlahat supports Two Way MEPallows the Prodoer submitting amessage
unit to set theoptional RefToMessagelelement in theMessagelnfsectionin support of
requestresponse exchangesorPMode.MER support is thereford&RECOMMENDED for the
following value

1 http://docs.oasisopen.org/ebxmimsg/ebms/v3.0/ns/core/200704voWay
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ForPMode.MEPbindingsupport is REQUIRED for:
1 http://docs.oasisopen.org/ebxmimsg/ebms/v3.0/ns/core/200704/push
Note that these values are identifieosly anddo not resolve tacontenton the OASIS site

2.2.2 Message Pulling and Partitioning

Business processesirrentlyunder consideration for this version of this proféeetime-
critical andconsideredonly supported by thePushchannel bindingbecause iallowsthe
Sendeto control thetiming of transmission of the messadeuture versions of this profile
MAY also support business processes with less-tiritieal timing requirements. These
future usescould benefit fromthe ebMS3Pul feature. ForPMode.MEPbindingapplications
SHOULDherefore also support:

1 http://docs.oasisopen.org/ebxmimsg/ebms/v3.0/ns/core/200704/pull

This allowsmplementations of this profiléo alsosupport the following Message Exchange
Patterrs:

1 One Way/ Pull

1 Two Way / Pustand-Pull
1 Two Way / Puland-Push
1 Two Way / Puland-Pull

Note that any compliant AS4 ebHandler is REQUIRED to support the first of these.options
That requirement is relaxed in thigofile. Theother threeoptions combine Two Way
exchangegsee sectior?.2.1) with the Pullfeature.

2.2.3 Message Packaging

The AS4 message structyseeFigure2) provides a standarchessage headehat
addresse®82B requirements andffers aflexible packagingiechanismbased on SOAP and
MIME envelopingDashed line style is used for optional message components.
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european network

of transmission system aperators

forgas

HTTP Envelope

SOAP 1.2 with Attachments MIME Envelope

SOAP 1.2 Envelope

eb:Messaging
eb:UserMessage

eb:Messagelnfo

eb:Partylnfo

eb:Collaborationinfo

Figure2 AS4 Message Structure

The SOAP envelope SHOULD be encoded a8 ($EE[EBMS3]section 5.1.2.5)f the SOAP
envelope is correctly encoded in UBRnd the character set header is set to LB[F
receivers MUST support the presence of the Unicode Byte Order Mark (BONBPE [

section 3.1.2).

2.2.3.1 UserMessage

AS4definesthe ebMS3MessagingSOAP headewhich envelope UserMesageXML

structures, which providebusiness metadata to exchanged payloddsAS4, ebMS3

messagesther than receipts or errorsarrya singleUserMessageThe ENTSOG AS4 profile

Ffft2pga GKS ! {n SollyRESNI/2yF2NN¥IyOS tNRTFA{S Ay NBldANRY3I ¥
'y R &. dza A-Mo8eiparamefErd ds per sections 2.1.3.1 and 2.1.3[38#]

A compliant product MUS8llow the Producer, when submitting messagesseta valuefor
AgreementRefto select a particulaP-Mode. A compliant product, acting as Receiver, MUST
take the value of the AS¥greementReheader into account wheselecingthe applicable
P-Mode. PMode

It MUSTbe able to send and receive messages in witiehoptionalpmodeattribute of
AgreementRefs notset.
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The ebMS3 and AS4 specifications do not constrain the vaMessageldeyond
conformance to the Internet Message FornfRFC2822)which requires the value to be
unique. tis RECOMMENDED that the vabeeuniversally uniqueProducts can do thigy
including a UUID string in thé-left part of the identifier set using randomly (or pseudo

randomly) chosen values.

As in theAS4ebHandler profile, support faviessagePropertiess REQUIRED this profile.

2.2.3.2 Payloads

Section 5.1.1 othe ebMS3Core Spcification[EBMS3tequires implementations to process
both nonmultipart (simple SOAP) messages and multipart (S@ifkPattachments)
messages, and this is a requiremémnt the AS4ZbHandler Conformance ProfilBue to the
mandatory use ofhe AS4 compressiofeaturein this profile(see sectior?2.2.3.3, XML
payloadsMAY beare converted tobinarydata, whichis carried in separate MIME parts and
not in the SOAP Body. AS4 messages based on this piefilgshave an empty SOAP Body.

TheebM o0 YSOKFYyAAY 2F &dzZlJ2 NI Ay3
mentioned in section 5.2.2.12 gEBMS3]MUST NOT be used.

2.2.3.3 Message Compression

GSEGSENY It &

The AS4 specifitian defines payload compression as one of its additional featiragload
compression is a useful feature for many content types, including XML content.

1 The parametePMode[1].PayloadService.CompressionTy@&ST be set to the
valueapplication/gzip (Note thatGZIHs the only compression type currently

supported in AS4).

Mandatory se ofthe AS4compressiorfeatureis consistent with current practicder gas

B2B data exchangsuch as th&ASEgas AS2 profilEEGMTR]Compressed payloads aire

separate MIME parts.

2.2.4 Error Handling

This profile specifies that errors MUST be reported and transmitted synchronously to the
Sender and SHOULD be reported to the Consumer

1 The parametePMode[1].ErrorHandling.Report. AsResponsBJST be set to the

valuetrue.

1 The parametePMode[1].ErrorHandling.Report.ProcessErrorNotifyConsumer

SHOULD be set to the valuge.

2.2.5 Reliable Messaging and Reception Awareness

This profilespecifies that nosrepudiation receipts MUST be sent synchronously for each

message type.

1 The parametePMode[1].Security.SendReceipt.NonRepudiatiMUST be set to the

valuetrue.
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1 The parametePMode[1].Security.SendReceipt.ReplyPatteviUST be set to the
valueResponse

This profile requires the use of the AS4 Reception Awareness feature. This feature provides a
built-in Retrymechanisnthat can help overcome temporary network other issuesand
detection of message duplicates

1 The paameter PMode[1].ReceptionAwarenesBIUST be set ttrue.
1 The parametePMode[1].ReceptionAwareness.RetiMUST be set ttrue.

1 The parametePMode[1].ReceptionAwareness.DuplicateDetectidUST be set to
true.

The parameter®Mode[1].ReceptionAwareness.Retiarametersand related
PMode[1].ReceptionAwareness.DuplicateDetection.Parametars sets of parameters
configuring retries and duplicate detection. These parameters are not fully specifia&4n
and implementatiordependent.Products MUST support configuration of parameters for
retries and duplicate detection.

Reception awareness errors generated by the Sender MUST be reported to the Submitting
application:

1 The parametePMode[1].ErorHandling.Report.MissingReceiptNotifyProducer
MUST be set ttrue.

1 The parametePMode[1].ErrorHandling.Report.SenderErrorsMaJST NOT be set.
There is no support for reporting sender errors to a third party.

2.2.6 Security

AS4 nessage exchanges can be secuaethultiple communicatioayers: the network

layer, the transport layer, the message layer &énelpayload layer. The first and last of these
are not normally handled by B2B communication software and therefore out of scope for
this section. Transport lay security is addressedven though its functionality MAY be
offloadedto another infrastructurecomponent

This section providgsarameter settingbased on multiple published sets of best practices.
It is noted thatafter publication of thislocument vulnerabilities maye discoveredn the
security algorithms, formats and exchange protocols specified in this seStimh.
discoveriesSHOULeadto revisions to this specification.

N.B. Following consuiition with ENISA The algorithm requirements will change from
recommended to mandatory ia futureapproved version of the profile.

2.2.6.1 Transport Layer Security

When using AS4, Transport Layer Seci(fibyS)s an optiornto providemessage
confidentiality andauthentication Server authentication, using a server certificaéows
the clientto make sure theHT TS connection is set up witthe right server.
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f Whena messagés pushed, the Sender authenticatesS O A L3er@ey td @hich the
message is pushed

 When a message is pullgtie Receiver authenticates S y’ RsemNdRfiomwhichthe
message is pulled

Guidance on theise of Transport Layer Securigypublished inthe ENISAlgorithms, Key
Sizes and ParameteRepors [ENISALBENISAIBReport 201 JENISAAKSENdIN a
Mindeststandard of the~ederal Office for Information Security (B8I5ermanyBSITLS]f
TLYshandledby the AS4 message handleng@ not offloadedo someinfrastructure
component) then:

TLS server authentication is REQUIRED

It MUST be possible to configure theceptedTLS versigs)in the AS4 message
handler.TheENISAandBSlreports statethat TLS 1.0 andLSL.1 SHOULD NGy
used in new application®lderversiorsversiensuch as SSL JRFC61764nd SSL 3.0
MUST NOT be usedroductscompliantwith this profileMUSTtherefore at least
supportTLS 1.2RFC5246]

1 1t MUST be possible to configure acceplddXipher suitesn the AS4 message
handler. IANA publishes a list of TLS cipher sUil&$sR, only a subset of which the
ENISAReport considers futurproof (see[ENISAIBENISAAKSRection 5.1.2)
ProductsMUST support cipher suitéscluded in this subse¥endors MUST add
support for newer, safercipher suites, as and when such suites ublishedby
IANAIETFE

9 Support for SSL 3.0 afmt cipher suites that are not currently considered secure
SHOULDe disabled by default.

1 Perfect Forward Secrecwhich iSREQUIREID [BSITLSIs supported byhe
TLS_ECDHE_* and TLS_DHE_* cipher,suhehSHOULDe supported

9 Publicly known vulnerabilities and attacks against TLS MUST be prevented and
publidy known recommended countermeasures MUST be appledanisations
MUST follow web security developments and MUST continually upgrade security
measures as new general vulnerabilities become known.

If TLS is not handled by the AS4 message handler, butdtlyea component, these
requirementsare tobe addressed by that compone(gee sectior?.3.4.2.

TransportLayerdlient authentication autheritates the Sender (when used with the Push
MEP binding) or Receiver (when used with P8IHce this profile uses \W&ecurity for
message authntication (see sectio.2.6.2, the use of client authentication at the
Transport Layer can be considered redundant. Whether ochent authentication iso be
useddepends on the deployment environmefgee sectior?.3.4.9. To support
deployments thado require client authentication, products MUST allow Transporetay
client authentication to be configured for an AS4 HTTPS endpoint.
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2.2.6.2 Message Layer Security

To provide message layer protection for AS4 messagissptofile REQUIRES the use of the
followingWeb ServiceSecurityversion 1.1.1 OASIS Standanoiofiled in ebMS3.(EBMS3]
and AS4AS4]

1 Web Services SecuriBOAP Message SecufiySSVS.
1 Web Services Securi¥/509CertificateToken ProfildWSX509].
1 Web Services Securi8OAP Message withtathments(SwA) Profil§WWSSSNVA]

The X.509 CertificatBoken Profilesupports signing and encryption of AS4 messaghis.

profile REQUIRES the use of X.509 tokens for message signing and encryption, for all AS4
exchanges. This is consistent with currprdctice in the gas sectpas specified ithe

EASEas AS2 profilfEGMTPR]The AS4 option of using Username Tokens, which is
supported in the AS4 ebHandler Conformance Profile, MUST NOT be used.

AS4 messagegning is based on the W3C XML Signature recommenda#® can be
configued to use specific digest and signature algorithms based on identifiers defined in this
recommendation At the time of publication of the AS4 standdiS4] the current version

of W3CXML Signature wathe June 2008XML Signature, Second Editigpecification
[XMLDSIGJThe current version is the April 2013, VersionspécificatioXMLDSIG],

which defines important new algohin identifiers, including identifiers for SHAghd

deprecates SHAL, in line with guidance from ENEBASA1BENISAIR.ENISAAKSP]

This ENTSOG AS4 profile usesfallowing AS4parametersand values

1 ThePMode[1].Security.X509.Sigmarameter MUST be set in accordance with section
5.1.4and 5.1.50f [AS4]

1 ThePMode[1].Security.X509.Signature.HashFunctipgrameter MUST be set to
http://www.w3.0rg/2001/04/xmlenc#sha256

1 ThePMode[1].Security.X509.Signature.Algorithparameter MUST be set to
http://www.w3.0rg/2001/04/xmldsigmore#rsasha256

This anticipatesraupdateto the AS4 specification to reference this newer specificatia
has beeridentified as part ofthe OASIS AS4 maintenance work.

For encryption, WSecurity leverages the W3®/L Encryption recommendation. The
following AS4 configuration options configure this feature:

1 ThePMode[1].Security. X509.Encryption.Encryparameter MUST be set in
accordance with section 5.1.6 and 5.1.7A84]

1 The parametePMode[1].Security.X509.Encryption.AlgorithMUST beset to
http://www.w3.0rg/2009/xmlencl1#aes128cm This is the algorithm used as value
for the Algorithmattribute of xenc:EncryptionMethodn xenc:EncryptedData

AS4 also references an older version of XML Encryption than the curreniXdneENC]
instead off XMLENQ]). However, theAES 128 algorithfAES)vas already referenced imat
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earlier versionAESsfully consistent with current recommendatis® 2 NJ ay S NJ G SNXY ¢ ¥ dzi dzNB
system us¢ ENISALBENISAIR.FENISAAKSHowever, he newerW3Cspecification
recommends AES GCM strongly over any CBC block encryption algorithms.

In WSSecurity, there are three mechanistio reference a security token (see section 3.2 in
[WSS509)). The ebMS3 and AS4 specificatido not constrain this, neither do they

provide a PMode parameter to select a specific optidfor interoperability products
SHOULEhereforeimplement all three optionslt isRECOMMENDERat products allow
configuration of security token reference type, so that a compatible type can be selected for
a_ communication partner (see secti@B.4.3. Note thatasBinarySecurityTokers the most
widely implemented optiorior security token referenceis AS4 produdt, products SHOULD
implement this option

Key Transport algorithms are public key encryption algorithms especially specified for
encrypting and decrypting keys, such as symmetric keys used for encryption of message
content. No parameter is defined to support configuration of key transpoE BMS3]
Implementationsare RECOMMENDHEDsupport the following algorithms

1 For encryption method algorithmhttp://www.w3.0rg/2009/xmlencl1#rsenaep
This is the algorithm el as value for thélgorithmattribute of
xenc:EncryptionMethodn xenc:EncryptedKey

1 Asmask generation functiorhttp://www.w3.0rg/2009/xmlencl1#mgflsha25@ his
is the algorithm used as value for tAégorithmattribute of xencMGFin
xencEncryptionMethod

1 As digest generation functiohttp://www.w3.0rg/2001/04/xmlenc#sha256This is
the algorithm used as value for tidgorithmattribute onds:DigestMethodn
xencEncryptionMethod

2.2.7 Network ing

AS4 communication product®mpliant with thisprofile MUSTsupport both IPv4 and IPv6
andMUSTbe able toconnect using either IP4 or IPvBo supportransition from IPv4 to
IPv6, products SHOUkDpportthed K LILJE S&Sot ff a¢ KREQeEEEINSYSyia RSTFAYSR

2.2.8 Configuration Management

ENTSOG has identified a requiremfartautomated or semtautomatedexchange and
management of AS4 configuration dataorder toallow parties to negotiate and automate
updates to AS4 configurations using the exchang&S¥imessagesThe main initial
requirement is theautomatedexchangeof X.509 certificates.

AS4 productsompliant with thisAs-a-prerequisitefoananticipatedfuture-agreement
update-protocelspecificationMUST provide an Application Programming Interface (API) to

manage (i.ecreate, read, update and delgtAS4 configuration data, including Processing
Mode definitions and X.509 certificates used for AS4 message exchahggsPIMUST
provide all functionalityequired tocreate and process ebCore Agreement Update messages

(see sectior?.4). follow-any-standard.
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2.3 Usage Profile

This sectiortontainsimplementation guidelines that spegihow products that comply with
the requirements of the ENT® AS4 ebHandler (sectidr?) SHOULD be configured and
deployed This is similar to the concept of Usage Agreements in sectiofiABdfas it does
not constrain how AS4 products are implemented, ather how they are configured and
used.The audience for this section are operators/administrators of AS4 prodnct82B
integrationproject teams The structure of this chaptealsopartly mirrors the structure of
[EBMS3]andfurthermore covers some aspectaitside corepure B2B messaging
functionality.

2.3.1 Message Packaging

This usage profile constrains values for sevel@hents in theAS4 messadgeeader

2.3.1.1 Partyldentification

When exchanging messages in compliance with this profile, parties registered in the ENTSOG
Energy Identification Coding Scheme JEdCnatural gas transmission MUST be identified

using the appropriate EIC CofielC] Entities that do not have an EIC code and need to use

this profile MUST contact ENTSGr their Local Issuing Offibmcalissuing-officél IO)and

requestan EIC codd his value MUST be used as the content forRMode. Initiator.Party
andPMode.Responder.Partgrocessing mode parameters, which AS4 message handlers

use to populate theJseMessage/PartyInfo/{From|to}/Partyld elements.

Thetype attribute on thePartyldelement MUST bpresent andset to the fixed value
http://www.entsoe.eu/eiccodes/eieparty-codesx which indicates that the value of the
element is to be interpreted as @lC codeThis value is a URI used as an identifier onig. It
not a URL thatesolvesto contenton the ENTSOE web site.

Note that AS4 party identifiers identify the communication partner. The communication
partner may be:

1. The entity involved in the buséss transaction
2. A third party providing B2B communication services for other entities
In the second case, there are two options for setting tHdd&le parameters:

1. The communication partner magnpersonatethe business entityln this case the
AS4Partyidentifier is the identifier of the business entity.

Pagel6of 53



461
462
463
464
465
466

467
468
469

470
471
472
473
474
475
476
477
478

483

484
485

486

487
488
489
490
491
492
493

94

95

96
497
498
hog

INT1101170328_AS4 Usage Profile Comparison Rev_

Rev_3.5_Rev_0.doc
2017-03-28

2. The business entity may explicidglegatemessage processing to the
communication partner. In this case the ASdrtyidentifier is the identifier of the
communication partnerNote that, when used to gchange EDIG@S documeits,
this case the AS4 party identifier will differ frohetvalue of the EDIG@S
{issuefrecipient} MarketParticipant.identificatiorlements, as the latter refer to the
business partner.

Parties MAY use third party communicatigroviders for AS4 communication. Such
providers MAY use either the impersonation or delegation mosigbject to approval by the
businesgransactionpartner.

The AS4 processing layer will validate the idensfaf Sender and Receiver specified in the
ebMS3 headers againstftode configuratios. Thisinvolvesthe validation ofmessage
signatures against configured X.509 certificatasase of delegation, the X.509 certificates
used at the AS4 level relate to the communication partners rather than tmess partners
on whose behalf the messages are exchangé exchanged payloads (EDIG@S or other)
typically also reference sending and receivinginessntities. The responsibility of
determiningthe validity of implied delegation relations between mess document layer
entities and entities at the AS4 layer is not in scope for the AS4 message hantller
SHOULD be addressed in business applications or integration middleware.

2.3.1.2 Business Process Alignment

Several mandatory headers in AS4 serveasymetadata to align a message exchange to a
business process or to a technical service.

2.3.1.2.1 Service

TheServiceand Action header elements in th&JserMessageCollaborationinfogroup

relate a message to the busireprocess the message relatesaind the roles that sender
and receiver performor to a technical servic& hisUsageProfileis intended to be used with
business processes that are currently being modete&NTSOE1d EASEgasas well as
future, posdbly not yet identified, business processesr current and futurgasbusiness
processes, ENTS@taintains andpublishes on its public Web sitg link toa table of
Serviceand Action valuesto be used in AS4 messages compliant is thlsage Profilésee
section0).

The value of thé&erviceelement content MUS$et as follows

{_For gas business processesered by EDIG@the value contenbf Serviceis
specifiedin the ENTSOG AS4 Mapping Tdbkxrtion0) whichMUST be used for AS4
messages carrying specified messagégse values are taken from BRIG@S
process area code listAs not all EDIG@S message exchanges concern TSOs, it may
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be that not allServicevalues that are needed to fully cover the EDIG@8esses

arein the table Thevalusarecontrained-to-beconsistentwithlEBMS3]section

e example

message in sectigi.1

usesthe valueA06, which is arEDIG @ 8ode representindNominaton and Matching

Processes.

1__For thepre-defined test service (see secti@B.7), the absoluteServiceURI value

http://docs.oasisopen.org/ebxmimsg/ebms/v3.0/ns/core/200704/serviagefined in

[EBMS3MUST be usedhis value is a URI used as an identifier only. It does not

resolve tocontenton the OASIS web site.

1__For ebCore Agreement Update messages used for certificate excfsrmeection

2.4), theabsoluteServiceURI valuénttp://docs.oasis

open.org/ebcore/ns/CertificateUpdate/vldefined in[AU],_section 4.1MUST be

used.This value is a URI used as an identifier onlg.fdot a URL thakesolvesto

contenton the OASIS web site.

1__Forother services not related to gdmisiness processesr not related to gas

business processes covered by EDIG@ $onvention is defined in or imposed by

this Usage Profilelhe ENTSOG list (or future versions of it) MAY specify other non

gas business services.

The value ofhe type attribute ofthe Serviceelement MUST comply with the following:

1 For gas business processewered by EDIG@the valueMUSTbe the fixed value

http://edigas.org/service This value is a URI used as an identifier only. It does not

resolve to a URL on the EIAS web site

1__Forother servicesthe use (or noruse) of thetype attribute on Serviceis not

constrained by this Usage Profile.

In situations where the data exchange has not been classified, the service value
http://docs.oasisopen.org/ebxmimsg/as4/200902/servic®AY be used. This is the default

P-Mode value for this parametespecified in section 5.2.5 pAS4] With this valuethe type

attribute MUST NOT be usetlhe nonnormative example in sectioddza S &

iKS ot t dzS
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for the Serviceheader element, whicisan EDIG@S servicede The other nomormative
example in sectioB.2uses the AS4 defaultMode parameter value.

2.3.1.2.2 Action
TheAction header identifies an operation or activity irSgrvice

i For gas business processesered by EDIG@®which EDIG@S XML documents are
exchangedENTSO@rovidesa value tabldisting actiongsection0). The value for
Actionin that table for a particular exchange MUST be used in AS4 mes$hages.
examplemessagsin section0 uses the http://docs.oasisopen.org/ebxmi
msg/as4/200902/actiorvalue which is the default action defined in section 5.2.5 of
the AS4 standarfiAS4] As not all EDIG@S message exchanges concernifli8e)s,
be thatnot all Action valuesthat areneeded to fully cover th&DIG@ Business
processesrein the service metadataable.

91__For the predefined test service (see secti@m.7) the absoluteAction URI value
http://docs.oasisopen.org/ebxmimsg/ebms/v3.0/ns/core/200704/testefined in
[EBMS3MUST be usedhis value is a URI used as an identifier dhig.not a URL
that resolves to content on the OASIS web site.

1__For ebCore Agreement Update messages used for certificate exchandetitie
values UpdateCertificateConfirmCertificateUpdatand RejectCertificatedpdate
defined in[AU], section 4.1, MUST be used.

1 ForotherFerservices not related to gas business procesaed,for any(hypothetical
future) gas business processes motvered by EDIG@& convention iglefined in
orimposed by this Usaderofile-Forexamplethe-preefined-test sepvice{see
ection 3-6-has-an-absolutde ]

7
ionURl value defined HEBMS2

2.3.1.2.3 Role

The mandatory AS4 headddserMessage/Partylnfo{From|To}/ Roleelements define the
role of the entities sending and receiving the AS4 message for the spediigiteand
Action.

i For gas businegwocessesovered by EDIG@®e values MUST be set to values
specified in theENTSO®@S4 Mappingdble (sectiorD). For gas business processes,
that tablewill relate toinformation in the EDIG@S document contdntEDIG@S,
the sender and receiver role are expressed as EDIG@S header elements. For
example, in an EDIG@S v5.1 Nomination document, these are called
issuer_Marketparticipant_marketRole.codetype IssuerRoleTypand
recipient_Marketparticipant_marketRole.codétype PartyType

1__For the ebMS3 test service and for ebCore Agreement Update, the default initiator
and responder rolekttp://docs.oasisopen.org/ebxni
msg/ebms/v3.0/ns/core/200704/initiatoand http://docs.oasisopen.org/ebxm
msg/ebms/v3.0/ns/core/200704/respondéeefined in section 5.2.5 AS4]MUSThe
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used.These URI values are used as identifiers drilgy are not URLSs that resolve to

content on the OASIS web site.

1 For services not related to gas business processeservices not covered by

EDIG@ $o conventio

n is defined in or imposed by thisdde ProfileForexample,

In situations where the data exchange has not been classified, the role values

http://docs.oasisopen.org/ebxmimsg/ebms/v3.0/ns/core/200704/initiatoMAY be used for

the initiator role andhttp://docs.oasisopen.org/ebxm

msg/ebms/v3.0/ns/core/200704/regmderfor the responder role. These are the default P

Mode values for this parameter specified in section 5.2.(A&4]

The nonnormative example in sectiobdza S &

iKS Ot dzS Getheader T2 NJ GKS AyAGALF GAy3

element(EDIG@8ode for{ KA LILIS NV (EDIE®S dodé{foh Eransmission System

Operator)for the respondhg role header elemenfThe other nomormative example in

section3.2uses the AS4 defaultode parameter valug

2.3.1.2.4 ENTSOG AS4 Mappiiigble

ENTSO®aintairs andpublishes in a machingrocessabldormat, in collaboration with
EASEfgas the ENTSOG AS4apping Tableontaining columns$or the following values

f
f
f

EDIG@S process category (A@Nominationand Matching.
EDIG@S XML document schema (¢@MINT.

Document type element code for thgpe child element of the EDIG@S document

root element (e.gANG.

Document type value defined for the document type element code in the EDIG@S
XML schema (e.grorwarded single sided nomination

Servicevalueto use inan AS4 message carrying the EDIG@S document (configured
as thePMode[1].BusinessInfo.Servid@Mode parameter) Forgas industry

exchanges, the values identify the gas business services that TSOs provide to each
other and to other communication partners.

Actionvalueto use in an AS4 message carrying the EDIG@S document (configured as
the PMode[1].Businessinfo.ActioR-Mode parameter) For exchanges that are

modelled in a serviceriented approach, the values identify the operations or

activities in a selige. For exchangghat are not modelled in a servieaiented
approachthe default actiorhttp://docs.oasisopen.org/ebxmi
msg/as4/200902/actiorspecifiedin the AS4 standarphS4]will be used.

From/Roleto use in an AS4 message carrying the EDIG@S document (configured as
the AS4PMode.Initiator.RoleP-Mode parameter) This value matches tHEDIG@S
recipient_Marketparticipant_miketRole.codé¢e.g.ZSH. Corresponding sender role

code value (e.gShippey
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1 To/Roleto use in an AS4 message carrying the EDIG@S document (configured as the
AS4PMode.RespondeRoleP-Mode parameter) This value matches the EDIG@S
issuer_Marketparticipan marketRole.codée.g.Z%). Corresponding receiver role
code value (e.glransit System Operafor

Implementations of this profile MUST use t8ervice Action, From/Roleand To/Role
values to usespecified in this tabléor the data exchanges covered by the table

For business service&S4RolevaluesMUSTindicatebusiness roles. If a Service Provider
sends or receives messages on behalf of some other @aam (whether in a delegation or
impersonation mode), the 34 role values used relates to the business role of that other
organgation. There is no separate role value for Service Providers.

2.3.1.3 Message Correlation
AS4 provides multiple mechanisms to correlate messages within a particular flow.

1. UserMessage/Messagelnf&lefToMessagelgrovides a way to express that a
message is a response to a single specific previous megdsfeefToMessageld
element is usedn response messages in Two Way message exchampesher two
exchanges in a businesmpess are modelled as a Two Way exchange or as two One
Way exchanges is a decision made in the Business Requirements Specification for the
business proces#n this version of this Usage Profile,@lthanges are considered
One Way.

2. UserMessage/CollaborationIinfaZonversationldorovides a more general way to
associate a message with an ongoing conversation, without requimmgssage to
be a response to a single specific previous mesdagallowing update messagde
existing convesations from both Sender and Receiver of the original message.

In this version of this Usage Profitee following ruls shall apply:

1. UserMessage/Messagelnf&lefToMessagelMUST NOT be used. The default
exchange is the One Way exchange.

2. UserMessage/Cdliborationinfo/ ConversationldMUST be included in any AS4
message (as it is a mandatory element) veiitontert the empty string.

TheRefToMessageldnd Conversationlcelements may be used in future versions of this
Usage Profile, for example to suppogguestresponse interactions.
2.3.2 Agreements
TheAgreementRegklement is profiled as follows:
1 The element MUST be present in every AS4 message.

1 Its value MUST bagreed between eacpair ofgas industry partieexchangindAS4
messagesonforming to this pofile.

1__In ebMS3, in principle, any value will do as long as, between two parties, the selected
identifier is unique and therefore distinguishes messaging using one agreement from
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nean n
51 messages using another. For consistency REEOMMENDE® use the bllowing
52 URI naming convention:
53 http://entsog.eu/communication/agreements/<EIC_CODE_Party A>/<EIC_CODE_Par
54 ty_B>/<version>
55 whereEIC_CODE_Partyigthe EIC code of the party that alphabetically precedes
56 EIC_CODE_PartyoBthe other party, the version number is initially 1 and
57 increments for any update.
58  Its value MUST unambiguouglentify each partys-R-S A X.500 SighiRgS NI &
59 certificate andw-S-O- S AXB@edizeyption certificatdn other wordsjf two AS4
60 messagedrom P1 to PZompliant with this Usage Profile have the same value for
661 this element, they are signed using the same mutually known and agreed signing
62 certificate(for P1)and their payloads are encrypted using the same mutually known
63 and agreed engmption certificate(for P2)- This is aleploymentconstraint onP-
64 ModeRMedeconfigurations in support of theintroduction of the ebCore Agreement
65 Update protoco[AU]-
666 1 The attributespmodeandtype MUST NOT be set.
667 Furthermore:
668 1 Itis REQUIRED that for every tuple Bfem/Partyld From/Role To/Partyld,
669 To/Role Service Action, AgreementRe# vdues, a unique processing mode is
670 configured.This is @other deploymentconstraint onP-Mode configurations.
671 1 Fora tuple of €rom/Partyld From/Role To/Partyld, To/Role Service Action>
672 values,organisatiors MAYagree to configurenultiple processing modediffering on
673 other P-Mode parameters such as certificates used the URL of endpoin{gor
674 different values oAgreementRefThis includes the AS4 test service (see section
675 2.3.7), meaningwo parties carverify thatthey have consisterand properly
676 configuredP-Modes and firewalls for a particular agreement by sending each other
677 AS4 test service messagesing the correspondinggreementRef
678 1 PartiesMAY also usdifferent values forAgreementReto target AS4 gateways in
679 different environments (see sectidh3.8), each having a differemfateway endpoint

80 URLand possibly certificaté$REs

81
82

683 2.3.3 MPC

684 The ebMS3 optional attributmpcon UserMessagiis mainly used to support the Pull
685 feature, which is not used e current value of thit¥Jsage Profile. Therefore, the use of
686 mpcis profiled. The attribute:

687 1 MAY be present in the AS4 UserMessage. If this is the case, it MUST be set to the
688 valuehttp://docs.oasisopen.org/ebxmi
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msg/ebms/v3.0/ns/core/200704/defaultMR @hichidentifiesthe default MPCand
therefore MUST NOT be set to some other value

1 MAY be omitted from the AS4 UserMessage. This is equivalent to it being present
with the default MPGalue

2.3.4 Security
This section describes configuration and deployment considerations in the area of security.

2.3.4.1 Network Layer Security

Commission Requlation 2015/703 states that the Internet shall beTsegrofile-is

intendedto suppertexchangestAS4 messagd€R2015/70Busing-eitherthe-public
Internetorprivate-data-networks-forcommunicatiovhen using the public Internet, each

organgation is individually regmsibleto implement security measures to protect access to
its IT infrastructureData-exchange-may-usePv4or1Pv6.

OrgangationsSHOULDse frewalls to restrict incomingrooutgoing message flows to
specific IP addresses; address ranged his prevats unauthorged hosts from connecting
to the AS4 communication servédrgansgations therefore:

1 MUST usstaticlP addressefor IP address ranges) for inbound and outbound AS4
HTTPS connections

1 MUST communicatell IPaddressegor IP address rangesgedfor outgoing and
incoming connectiono their trading partnersalso coveringddresses oany
passive nodem activepassive clusterdNote thatthe address of the HTTPS endpoint
whichan AS4 serveis to pushmessage$o or pullmessages fronMAYdiffer from
the addresgor addresges) used foroutbound connections

1 MUST notify their trading partners about alBaddress changes sufficiently in
advance to allow firewalind other configuratiorthanges to be applied.

2.3.4.2 Transport Layer Security

The Transport Layer Security settings defined in se€tidi\Y be implemented in the AS4
communication server but TLS MAY also be offloaded to a sefafedstructure
component(such as a firewalproxy serveor router). In that case, the recommendatisn
on TLS version and cipher suiteO9®UST be addressed that component.

The X.509 certificate used bych a separate componeMAY follow the requirements of
section , but this is NOT REQUIRED.

The TLS ciphewuites recommended isection0 are supported in recent versions 6£S

toolkits andwhichtherefore are available for us&upport for these suites is
RECOMENDEDWhether or not less secure cipher suites (which are only recommended for
legacy applications) are allowésla local policy decision.
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